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ID STW-IR-24-001 

Published 11.07.2024 13:28  (CEST) 

Last update none 

Severity High 

CVSSv3 
Score 

8.1 

Product(s) Article Number Product Name Affected Version(s) 
any TCG-4 

TCG-4lite 
 

<= DeploymentPackage_v3_08r1-Monkey 

104581, 107333, 107336, 
108049, 108053 

ESX.4CL-p 
ESX.4CL-ag-p 

<= DeploymentPackage_v3_08r1-Monkey 

 

Summary A security regression (CVE-2006-5051) was discovered in OpenSSH's server (sshd). There is a 
race condition which can lead sshd to handle some signals in an unsafe manner. An 
unauthenticated, remote attacker may be able to trigger it by failing to authenticate within a 
set time period. 
 
We upgraded the openssh version to 9.8p1 to get the latest security fixes. 

CVE ID CVE-2024-16387 

Impact An unauthenticated, remote attacker may be able to trigger it by failing to authenticate 
within a set time period. 

Affected 
Components 

• sshd (OpenSSH’s server) 

Solution Please upgrade to  
DeploymentPackage_v3_08r1-Monkey (TCG-4) 
DeploymentPackage_v3_08r1-Monkey (TCG-4lite) 
DeploymentPackage_v3_08r1-Monkey (ESX.4cl-p/ESX.4cl-ag-p) 
 
If deployment package cannot be updated to Monkey (v3.08r1), security researchers 
recommend setting parameter ‘LoginGraceTime’ to ‘0’ in the config file of sshd. This exposes 
sshd to a denial of service by using up all ‘MaxStartups’ connections, but it prevents the 
remote code execution risk. 

 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-6387
https://stw.my.site.com/c/s/download/a01Oj00000CXmWpIAL/tcg4-monkey
https://stw.my.site.com/c/s/download/a01Oj00000CY3PaIAL/tcg4lite-monkey
https://stw.my.site.com/c/s/download/a01Oj00000CxconIAB/esx4clpesx4clagp-monkey-imx

